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Abstract
The proliferation of smart distribution networks and the Submission Date:

escalation of cyber threats have rendered the security of ZM/“{';Dt
. . i ccepte ate:
power systems critically imperative. Among the MOSt e vy

disruptive threats, False Data Injection (FDI) attacks

compromise grid stability by evading conventional detection  geywords:

mechanisms. This research proposes a Graph Autoencoder- Smart grid

based detection model that proactively identifies such Anomaly Detection

attacks in the IEEE **-bus distribution system. Designed ~CYber-Attack
sy . . Deep Learning

within a deep learning architecture, the model harnesses the

representational capabilities of Graph Neural Networks

(GNNSs) to learn normal operational patterns of the grid and

subsequently detect anomalies through reconstruction error

computation. The results demonstrate that the proposed

model effectively identifies intrusions with over A

accuracy, thereby substantially enhancing the performance

of the protection system.
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